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ABSTRACT

IoT applications appear in many areas due to their flexible structures and many advantages they provide. The
increase in [oT applications brings many security vulnerabilities. In order to close these security gaps and
ensure the security of the created system, some measures should be taken by combining existing technologies
with new technologies. In this study, a method that uses various security technologies together is proposed
to ensure the security of the IoT application network. Accordingly, 802.1x technology was used to connect
wireless sensor devices to a Wi-Fi network. Thus, in the first step, unauthorized users are not allowed to
connect to this network. In the second step, IoT data was collected on a central server, and this server was
taken to the DMZ zone in the firewall. Thus, access to the server is both restricted, and server access is
logged. In the last step, with SSL-VPN configured in the firewall, data can be safely monitored from the
external environment. The biggest advantages of the proposed approach are that it can be used easily in
existing Wi-Fi networks, provides communication security, and is low cost. Considering these advantages, it
is considered to be an important work in the field of IoT network security..
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IoT uygulamalari, sahip olduklar: esnek yapilar1 ve sagladiklar: bircok avantajdan dolay1 bir¢ok alanda
karsimiza ¢ikmaktadirlar. IoT uygulamalarindaki artis, bircok giivenlik agigini da getirmektedir. Bu
giivenlik agiklarini kapatmak ve olusturulan sistemin giivenligini saglamak i¢in mevcut teknolojiler, yeni
teknolojilerle birlestirilerek bazi 6nlemler alinmalidir. Bu ¢alismada, IoT uygulama aginin giivenligini
saglamak icin, gesitli giivenlik teknolojilerini bir arada kullanan bir yontem &nerilmistir. Buna gore,
kablosuz sensor cihazlarinin, Wi-Fi agina baglanmasi i¢in 802.1x teknolojisini kullanildi. Boylelikle, ilk
adimda yetkisiz kullanicilarin bu aga baglanmasina izin verilmez. Ikinci adimda IoT verileri merkezi bir
sunucu lizerinde toplanmis ve bu sunucu giivenlik duvarindaki DMZ bélgesine alinmistir. Béylece, sunucuya
erisim hem kisitlanir hem de sunucu erigimlerinin giinliigi tutulur. Son adimda, giivenlik duvarinda
konfigiire edilen SSL-VPN ile dis ortamdan verilerin giivenli bir sekilde izlenmesi saglanmistir. Onerilen
yaklagimin en biiyiik avantajlari, mevcut Wi-Fi aglarinda rahatlikla kullanilabilir olmasi, haberlesme

glivenligini saglamasi ve diisiik maliyetli olmasidir. Bu avantajlar1 gz 6niinde bulunduruldugunda, IoT ag
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gilivenligi alaninda 6nemli bir ¢alisma oldugu diistiniilmektedir.
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1. INTRODUCTION

A. Background

The International Telecommunication Union (ITU) published a report on IoT in 2005. In this report, attention was drawn to
the communication between objects. According to this report, a super network covering the whole world can be created by

using existing standards and new protocols to be developed. (Union 2005)(Li et al., 2011).

One of the most critical areas of IoT is wireless data communication. Wireless networks are technology that communicates
one or more wireless devices in the same environment. In addition to wireless communication, data communication can be
made with electromagnetic waves in an air environment (Hucaby 2014). In this article, Wireless Local Area Networks
(IEEES802.11) technology, one of the wireless data communication technologies, will be studied. WLAN technology, which
is one of the wireless network technologies, operates in the microwave spectrum in the frequency spectrum. Fig.1 shows the
frequency spectrum.
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Figure I. Frequency Spectrum (Hucaby 2014)

As can be seen in Fig.1, WLAN technology broadcasts from the 2.4 GHz and 5 GHz bands. However, not all of the frequency
regions in these bands have been used. For the 2.4 GHz band; Frequencies between 2.400 GHz - 2.4835 GHz are used. For
5 GHz band, 5.150 GHz - 5.250 GHz, 5.250 GHz - 5.350 GHz, 5.470 GHz - 5.725 GHz, 5.725 GHz - 5.825 GHz 50 frequencies
are used (Hucaby 2014)(Kilinger et al. 2017).

B. Research Motivation

In addition to traditional Wi-Fi networks, Wi-Fi sensor networks are widely used in many applications that require low power
consumption. Studies with Wi-Fi sensor networks are frequently used in IoT applications. Wireless sensors have been widely
used in many areas such as personal health monitors, location detection with sensor networks, motion detection, and intrusion
detection for military applications. Wireless sensor networks typically consist of small nodes. These nodes have sensing,
computing, and wireless communication features. (Garcia-Hernandez et al. 2007).

Mendez et al. designed an intelligent wireless sensor network (WSN) for an agricultural area. In their study, Mendez et al.
obtained data that affect agriculture, such as temperature, humidity, and water level, with wireless sensor modules. WSN802G
model wireless sensors were used in the study. According to the study, data from the WSN802G model sensors were collected
on a server, and then various analyses were made from this collected data. The topology of the study is given in Fig. 2 (Mendez
and Mukhopadhyay 2013).
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Figure 2. The topology of the system developed by Mendez et al. (Mendez and Mukhopadhyay 2013).

Izzat Din Abdul Aziz et al. have provided automatic control of the greenhouse temperature, which requires a lot of time and
effort in traditional farming. Their study developed a system that can monitor and predict temperature and humidity values
in greenhouses remotely. For this purpose, they have developed a remote temperature monitoring system by using wireless
sensors together with the Short Message Service (SMS). Besides this, they developed an alarm mechanism to keep farmers
aware of temperature change with the method they proposed (Aziz et al., 2009).

(Thaker 2016) used the ESP8266 module to implement wireless sensor networks with a Linux-based web service. Raspberry
Pi is used as a master server in the system and connects sensor nodes via Wi-Fi on the wireless sensor network. It collects
sensor data from different sensors. Data is displayed through an embedded Linux-based Web Server. The block diagram of

the wireless sensor network system proposed in the literature is given in Fig. 3.
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Figure 3. Block diagram of the wireless sensor network system proposed in the literature (Thaker 2016).

Singh et al. have developed an Arduino-based intelligent irrigation system using a water flow sensor, a soil moisture sensor,
a temperature sensor, and an esp8266 Wi-Fi module. In this study, an economical and relatively easy-to-use Arduino-based
controlled irrigation system has been proposed. The designed system utilizes sensors such as water flow sensors, temperature
sensors, and soil moisture sensors to address various environmental factors such as the amount of moisture, temperature,
and water needed by the products. Data is collected by Arduino, which can connect to an interactive website that shows
real-time values. In this way, the user can control the irrigation pumps from a website and meet the standard values that will
help the farmer obtain maximum and quality products (Singh and Saikia 2017).

Saha et al. proposed a data center temperature monitoring and real-time warning system, using an ESP8266-based wireless
sensor network. The proposed IoT system has been developed to monitor the temperature at different points in the data center.
Temperature data is made visible via the cloud-based dashboard to send SMS and e-mail alerts to pre-defined recipients.
The proposed method informs the relevant users when the environment temperature rises above the desired level. In this
study, a wireless sensor network was created using a ESP8266 module, a temperature sensor, and a Wi-Fi module (Saha and
Majumdar 2017).
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Srivastava et al. used ESP8266 to control the hybrid energy system. The ESP8266 regulates the transition between solar and
wind energy sources through a website using a Wi-Fi module. Data is wirelessly transmitted to the ESP8266 module that
controls energy sources via the website. The transmitted data is controlled remotely using IoT. This system helps the user to

control remote energy sources using a smartphone or personal computer (Srivastava et al., 2018).

Srivastava et al., in another study, proposed an IoT-based garden irrigation method using a ESP8266 module. In this study,
a sensor module was formed using a water flow sensor, a soil moisture sensor, a temperature sensor, and a pH sensor. The
data from the sensor module can be monitored remotely via the ESP8266 module with an Arduino device. The user can run
a remote irrigation system (Srivastava et al. 2018b). Pukhanov developed a Wi-Fi-based application for drought detection
and early warning system in his master’s thesis. A sensor network has been set up using ESP8266 modules to detect over-arid
regions in the African continent (Pukhanov 2015). There are a lot of researches developed by using the ESP8266 module in
this study (Lin et al. 2014; Kodali and Mahesh 2016b, 2016a; Mahali 2016; Thaker 2016; Pandey et al. 2017; Saha and Majumdar
2017; Skraba et al. 2017; Srivastava et al. 2018b; Tonage et al. 2018)

C. Contributions

In this study, an end-to-end method was proposed for IoT security by combining security technologies such as 8§02.1x, DMZ,
and SSL-VPN, prioritizing privacy. Thus, the security requirements that an IoT network must have have been provided. In
this study, a corporate Wi-Fi network was used for both a more flexible and less costly structure. The contributions of this

article are as follows;
* Due to the dynamic nature of the proposed sensor network, it is suitable for expansion and can be widely used quickly,

+ Communication between nodes is performed safely due to 802.1x, and nodes can secure roaming in different physical

areas within the same campus network.

e The server where the data is collected is located in the De Militarized Zone (DMZ) zone configured on a Next-
Generation Firewall (NGFW), thereby preventing common cyber-attacks in IoT applications. Behind this, server and
node access is done only by users authorized by the firewall.

» A Secure Socket Layer Virtual Private Network (SSL VPN) is used for secure access from outside the campus network.
* An economic model has been created with the low cost of the sensors and the use of a ready-made Wi-Fi network
D. Study Outline

The next sections of the article are planned as follows. In Section 2, information about the IoT network’s security and the
recommended security standards are given. In Section 3, information is given about the materials used in the IoT system.
Data transmission, data collection, and monitoring steps are explained in Section 4. In the data transmission step, the
communication steps of the ESP8266 modules using the IEEE 802.1x standard are explained. Also, a flow chart of the
proposed method is given. Experimental results are given in Section 5. In Section 6, a comparison of the proposed method

with the literature is given. In Section 7, the conclusion of the article is given.
2. IoT SECURITY

A smart home has become an indispensable element in many areas such as smart cities, smart libraries, modern health
systems, agriculture, and industrial systems. In addition to the advantages it brings, IoT technology has many security
vulnerabilities. One of the most critical issues today is to close these security vulnerabilities. In order to ensure the security
of the IoT systems created, there have been studies into developing new technologies and sometimes combining existing
security technologies (Amanullah et al. 2020).

There are many studies on IoT security in the literature. Aly et al. conducted a systematic review of IoT security. In this
study, security threats in different layers of IoT systems are comprehensively covered (Aly et al., 2019). Sha et al. conducted
a review of edge-based security designs for the security of IoT applications. In this study, firewalls, intrusion detection
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systems, authentication, and authorization structures are discussed. (Sha et al., 2020). Hussain et al. reviewed encryption

and decryption techniques used for [oT security (Hussain and Abdullah 2018). Noor et al. analyzed recent IoT security studies

between 2016 and 2018 (Mohamad Noor and Hassan 2019). Amanullah et al. conducted a study with deep learning and big

data technologies to process high-volume data generated by IoT applications. Also, the possibilities of combining deep

learning and big data technologies for IoT security were investigated in their work (Amanullah et al. 2020). Juma et al. ensured
IoT security by combining IPSec VPN and OpenSSL VPN technologies to connect IoT objects (Juma et al., 2020).

Due to the IoT architecture, devices connected to the IoT network can transfer their data to a remote server. In addition,

authorized users can connect to the IoT network and perform some operations such as reporting and configuration. Besides

such advantages, it also has the problem of IoT security. For this purpose, the following requirements must be met for the
IoT network to be secure (Amanullah et al. 2020), (Khattak et al. 2019), (Cho et al. 2011), (Hossain et al. 2015).

Confidentially: It provides secure communication between all points connected to the IoT network. For this purpose,

transactions such as authentication and accounting are critical.
Integrity: Checks whether the data in the IoT network is changed during communication.
Availability: Indicates that authorized users can access the IoT network and unauthorized users are denied

Access Control: Shows users who are authorized to access the loT network with different security levels (only read,
read and write)

In this study, 802.1x, DMZ (Demilitarized Zone), and SSL-VPN (Secure Socket Layer- Virtual Private Network) technologies

were used to provide the above security requirements.

IEEE 802.1x Standard: It is a standard developed for wired networks in the first stage. Later, it was also used in
wireless networks due to its security. The main feature of the 802.1x standard is the secure authentication mechanism.
With this mechanism, servers and clients can join the network only after their identity is verified. It uses security
protocols such as WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access 1), WPA2 (Wi-Fi Protected Access
2), and WPA3 (Wi-Fi Protected Access 3) for 802.1x standard encryption. WEP is the first produced of these protocols.
Also, since the encryption is clear text, passwords can be obtained easily. WPA has emerged due to security vulnerabilities
in WEP. Together with WPA, MIC (Message Integrity Check) and TKIP (Temporal Key Integrity Protocol) security
mechanisms have been developed. While the MIC mechanism makes the message content more secure against hackers,
the switching system has been changed for each data packet with TKIP. Instead of TKIP, AES (Advanced Encryption
Standard) was used after a while. Later, the WPA2 standard, which was more secure than the WPA standard, was
used. WPA2 used new encryption and authentication mechanisms such as AES and CCMP (Counter Cipher Mode
with Block Chaining Message Authentication Code Protocol) to provide more secure networks. WPA3 security
mechanism has been created with the arrival of the latest 802.11ax (Wi-Fi 6) standard. (KILINCER et al., 2020).

In this study, the WPA3 security mechanism was not used because the campus network does not support the 802.11ax standard.

The WPA2-AES security mechanism was used.

Stronger

-
M

) Q .
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Figure 4. Wireless Security Protocols
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« DMZ: It is a security layer that allows servers to be physically or logically separated from the internal network. Thus,
access to the server network is controlled by access lists defined on the firewall or router. In this study, to ensure the security
of the WIFI_SENSOR _SERVER server, the server was taken to the DMZ zone. Thus, access to this server is both controlled
and logged.

* SSL-VPN: It is a virtual private network technology that provides secure access over SSL or TLS protocols. SSL VPN
connection is encrypted end-to-end, allowing the data transferred between endpoint devices and the institution’s data sources
to be transferred over the internet. SSL-VPN encrypts all traffic. For this reason, connecting to the corporate network by
SSL-VPN even in a public area does not create any security problems. Many institutions also use it due to its fast, easy
installation and stable operation. In this study, SSL-VPN was used to secure access of external users to the IoT network and
IoT server.

3. MATERIALS

In this study, a new method has been proposed using Wi-Fi access points and sensor networks. A dynamic wireless sensor
network has been developed by connecting ESP8266 Wi-Fi modules to wireless access points in campus networks. The
characteristics of the ESP8266 Wi-Fi module, DHT11, and MQI135 sensors are given in Table 1.

Temperature, humidity, and air quality are measured with the ESP8266 module using DHT11 and MQI135 sensors. Relays
and buzzers are triggered as the output unit. The data received from the sensors is transferred to the WIFI_SENSOR_SERVER
server and stored. Accessing the server via any device connected to the local network, the temperature, humidity, and air
quality values in the sensor nodes are monitored. To test the proposed method, temperature, humidity, and air quality sensor
nodes are formed. These sensor nodes are shown in Fig. 5.

Table 1
Features of the ESP8266 Wi-Fi module, DHTI1, and MQI135 sensor
Module / Sensor Parameters Values
MCU 32bit TenSilica
Clock Speed 80MHz/160MHz
RAM <36Kb
ESP8266 .
Operating Voltage 3.0V ~ 3.6V
Operating Current 80mA (Average)
Available GPIO pins 10
Humidity Range 20-80%
DHTI1 Temperature Range 0°C ~ 50°C
Accuracy +5% (Humd), £2°C
Repeatability +1% (Humd), £1°C
. . Circuit voltage 5V+0.1
MQI35 Air Quality Heater resistance 33Q+5%

IP Address = 10.190.0.17 |p Address = 10.190.0.14

=

S ESP8266 Module == oy

R Relay
ESP8266 Module ja

(a (b

Figure 5. Sensor nodes developed in this study a) Node 1 b) Node 2

The sensor nodes, shown in Fig. 5, make IEEE 802.1x authentication to connect the Wi-Fi campus network. With this
authentication method, the wireless sensor network infrastructure is secured. TTLS and PAP protocols are used for IEEE
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802.1x authentication. Identity information and password are defined for each node. The ESP8266 modules use these credentials
when connecting to the wireless LAN. Thus, the security of the local wireless network is ensured.

4. PROPOSED METHOD
The general topology of the proposed system is given in Fig. 6. The Firat University campus Wi-Fi network was used for the

proposed system. The proposed system generally consists of data transfer, data collection, and the display of collected data.
The flow diagram in Figure 7 is used in the data transfer step, which is the first step of the system.

Sensor Node eeoeoo.....Server Farm (DMZ Region) ______
) WLAN === DHCP Server
Controller ===) DNS Server

1 =) Radius
E =) WIFI_SENSOR_SERVER

Firewall

Admin_Remote_PC

ima13s > S | ESP8266

A0 ! Point
' elay | g
DHT11 !

S A / Admin_Local_PC

Figure 6. The topology of the proposed system

Publication of VIFISENSCR SSID on campus network
and set up a central WIFI_SENSOR _SERVER

-

Connecting humidity and temperature sensors to ESP
8266 modules

:

Connecting ESP 8266 modules to the published

o .
WIFISENSOR SSID and 802.1x authentication Reject

Transfer of data to the central WIFI_SENSOR SERVER|
via WH campus network

:

Display data with code written in Python

Figure 7. Algorithm of data transmission
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The flow chart given in Fig. 7 generally consists of 3 steps. In the first step, according to the flow chart, WIFI _SENSOR
SSID was created on the access points to transmit the sensor traffic to the server. Also, the ESP8266 module is integrated
into the DHT11 and MQI135 modules, which are humidity, temperature, and air quality sensors. The Microsoft Windows
Server 2012 operating system has been installed on the WIFI_SENSOR_SERVER server, which is located on the central
server farm, to provide both data collection and IEEE 802.1x authentication.

In the second step, IEEE 802.1x authentication was performed for data transmission. There are three main components in
the IEEE 802.1x protocol: the authenticator, the authentication server, and the client to be authenticated. In this study, the
Radius server was used as the authentication server. Network Policy Server (NPS) and Active directory features on the
Windows Server 2012 operating system were activated. Fig. 8 shows the general 802.1x messaging steps (Chen and Wang
2005; Chen et al. 2005; Fantacci et al. 2007, Gu and Zhang 2010; Zha and Ma 2010; Alabdulatif et al. 2013; Hermaduanti
and Riadi 2016).

___________________________________________________________________________________________________

Radius access accept or reject

EAP success or reject

mmmm———— o

F
|
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' o
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i i i
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Figure 8. Algorithm of data transmission

When Fig. 8 is examined, the client connects to the wireless network and sends the EAPoL start message to the authenticator
device. The authenticator device between the client and the authentication server requests the client to identify itself by
sending an EAP-ID Request packet to the client. The client responds to the authenticator device with the EAP-ID Response
package. The authenticator encapsulates this package and sends it to the authentication server (Radius Server). As a result
of a series of subsequent EAP messaging, the authentication server sends an access-to-accept message to the authentication
device if the client has the required user authority. Thus, the authentication device allows the client to join the network.
Connected to the WIFI_SENSOR network after the 802.1x authentication step, the ESP 8266 Wi-Fi module gets an automatic
IP address through the DHCP server.

The ESP 8266 module sends the humidity, temperature, and air quality data to the central WIFI_SENSOR_SERVER server
in the data collection step.

In the last step, the data coming from the sensors to the WIFI_SENSOR_SERVER server is displayed. A code has been
written in the python language to display the data.

In this study, after taking the necessary security measures on the local network with 802.1x, the server was moved to the
DMZ region of the NGFW. Thus, server security is provided. New generation firewalls (NGFWs) can detect attacks with
security principles at application and protocol levels. Thanks to modules such as the Intrusion Prevention System (IPS) on
the NGFW, it constantly examines traffic flows and detects vulnerability exploits. Server accesses are restricted to Access-
lists defined on the NGFW. Thanks to the NGFW’s features such as threat prevention, URL filtering, and antivirus, the
server is prevented from being hacked by an attacker. Thus, the server is protected against threats from internal and external
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networks, and server accesses are logged. Authorized users are defined on the NGFW, so authorized users can access nodes

and servers securely. An SSL VPN is used for authorized users to access sensors and servers from external networks.

5. EXPERIMENTAL RESULTS

The ESP8266 module is connected to the WIFI_SENSOR network. The Wireshark program is used to listen to the packet.

N eapal

o, Time: Source Destnation Length Info
5482 19.475133 24:79:22:33:8b: 48 LgElectr_87:2b: 205 Key
6120 21.675664 24:79:22:33:8b:48 LgElectr 87:2b: 205 Key

R

Frame 2534: 239 bytes on wire (1912 bits), 239 bytes captured (1912 bits) on interface @

Ethernet II, Src: RuckusWi_3e¢:28:82 (c@:8a:de:3e:28:82), Dst: 24:79:25:33:8b:40 (24:79:28:33:8b:48)

Internet Protocol Version 4, Src: 10.100.1.3, Dst: 19.109.1.189

User Datagras Protocol, Src Port: 12222 (12222), Dst Port: 12227 (12222)

LRAPP Encapsulated Packet
Version: @
slotld: 1

> Flags: ex@s
Fragment Id:
Length: 191
RSSI: ewdd
SNR: @@l

IEEE 882.11 QoS Data, Flags: ......F.

Mystericus OLPC stuff

Legical-Link Contrel

» DSAP: SNAP (8xaa)
SS5AP: SNAP (@wxaa)
Control field: U, func=UI (Ex83)
Organirzation Code: Encapsulated Ethernet [(ExB00088)

axdd

Type: 882.1X Authentication (@x888e) |

(3

882.1X Authentication
Verzion: 882.1X-28@1 (1)
Type: Key (3)
Length: 151
Key Descriptor Type: EAPOL RSN Key (2)
» Key Information: @xl3ca
Key Length: 16
Counter- 2
I WPA Key Monce: 91fB691cS1lc3adbi@ocf@58d2ldEc23S51e3Bc553F311640. . I
Key IV:
WPA Key RSC: O0O00O3000000000

A Key TD: w

EA Key MIC: 77babd9bbaS51d1714371ebcE5420329b |
A Key Data Length: 56

Ihl'-'A Key Data: 846ef96b83688ad0ed938183ecBebaelccBfaf2zafifoT4o0. .|

Figure 9. Connection of ESP8266 module to WIFI_SENSOR network and authentication of 802.1x

As shown in the Wireshark output of Fig. 9, each sensor node is connected wireless network using the 802.1x protocol. Once

the authentication is complete, the nodes transmit data to the server. A status monitoring interface was developed using the

Python programming language and Google Chart technology on the server. This interface is given in Figure 10.

Sensor Monitoring Interface

B Temperature (C)
O Humidity (35)

W Air Quality (%)

m
=
R
1]

Node 1 Node 2

Wireless Sensor Network

Figure 10. Monitoring of data from sensor nodes
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In Fig. 10, the temperature, humidity, and air quality values of each sensor node are monitored. The proposed study is
compared with the literature in Table 2.

Table 2
Comparing the proposed method with the literature
Features Proposed Method Singh et al Saha et al Ocal Ravi et al Juma et al
Dynamic Network v X X X X
802.1x 4 X X X X X
DMZ Zone v X X X X X
VPN v X X X X v
Add a Dynamic Node v X v X X v
Mutual Device Authentication v X X X X X

Temperature, humidity, Water flow

. . . . Temperature, Temperature,
Sensors Used Air quality, Relay, Soil moisture . Temperature X
Humidity Gas
Buzzer Temperature

As can be seen in Table 2, five important advantages of the proposed method, according to the literature, are remarkable. Firstly,
the proposed method is suitable for the dynamic network structure. The dynamic network is that the wireless sensor nodes can
be connected to access points located at any point in the campus network. In the recommended method, the ESP8266 Wi-Fi
modules are connected to the local network by connecting to wireless access points on the campus network instead of creating
a wireless network by connecting to each other. Thus, even if the sensor nodes move within the campus, they are connected to
another access point by roaming. With the roaming feature, the connection of the sensor nodes continues without interruption.
The ESP8266 Wi-Fi modules connect to any wireless device within the campus network and communicate with the server very
easily. Thus, a portable sensor node is designed within the campus network. The fact that the proposed method has a dynamic
structure contributes to the studies conducted earlier. Another advantage of the proposed method is the IEEE 802.1x technology.
When the sensor nodes communicate with the central server, the data transfer needs to be done securely. When the studies in
the literature are examined, there is no security infrastructure such as 802.1x protocol in data communication between nodes
and server. The use of the 802.1x protocol in this study is thought to significantly contribute to the literature. The third advantage
of the proposed method is that the server where the data is transferred is in the DMZ region defined on the NGFW. In this way,
the system is ensured to be minimally affected by the malware or other attack types in both local and external networks. The
fourth advantage of the proposed method is that the logins can be logged through the NGFW. The last advantage of the proposed

method is to provide secure access to the systems with an SSL VPN wherever there is internet.
6. DISCUSSION

Continuous expansion and growth of IoT networks have brought many security vulnerabilities. In most of the literature
studies, there are no concrete solutions to secure the IoT network. In this study, our priority is to ensure the security of the
IoT network. Some types of attacks that can be done on a network are given in Table 3. With the 802.1x technology we use
in this study, many attacks such as MiTM, arp spoof, DHCP snooping, and DNS spoofing are prevented as we do not take
users into the network without authentication. In addition, by making the 802.1x standard with WPA2-AES, precautions
have been taken against de-authentication attacks, which are the most common attack type in Wi-Fi networks. Because even
if there is a de-authentication attack on this prepared Wi-Fi network, the data is encrypted with the WPA?2 protocol. The
server where the IoT data is collected, and the IoT network is protected by the NGFW. Therefore, the IoT network and server
are protected against harmful traffic such as malware, DoS, and spyware from outside.

Table 3

Comparing the proposed method with the literature

Atack-types Proposed Method Singh et al Saha et al Ocal Ravi et al Juma et al
Malware v X X 4 X v
DoS v X X v X v
MiTM v X X X X X
Deauthentication Attack v X X X X X

Arp spoof v X X X X X
DHCP Snooping v X X X X X
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7. CONCLUSIONS

In this study, using wireless access devices in campus networks with wireless sensor networks has been developed. The
proposed method uses the DHT11 temperature and humidity sensor and the MQ135 air quality sensor with the ESP8266
Wi-Fi module. The ESP8266 Wi-Fi module connects wireless access points on campus networks with the 802.1x protocol.
Temperature, humidity, and air quality values from sensors are transferred to the server and stored. Also, in this study, a
secure IoT network was created by using 802.1x, DMZ, and SSL-VPN technologies together. Thus, the loT system is prevented
from being easily captured from attackers’ traffic. Compared to the literature, it is clear that the proposed method is original.
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